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Abstract 

 The rise in defamation cases in the digital era has accompanied the rapid growth of social 

media, which enables information to spread widely and quickly. In Indonesia, regulations—notably 

Article 27(3) and Article 28(2) of the ITE Law—were designed to address this issue. However, their 

implementation has often been controversial, as they risk restricting freedom of expression and are 

sometimes applied repressively. This study evaluates the effectiveness of these regulations and 

explores the use of restorative justice as an alternative for resolving defamation cases. Employing a 

normative juridical approach, it analyzes various countries' laws, jurisprudence, and legal 

practices. The findings suggest that restorative justice mechanisms—such as mediation, apologies, 

and content removal—are more effective in resolving disputes than criminal approaches, which tend 

to escalate conflicts. Therefore, regulatory reforms, enhanced digital literacy, and collaboration 

among the government, social media platforms, and the community are essential to implementing 

restorative-based solutions. A more proportionate approach would enable Indonesia’s legal system 

to handle defamation cases more fairly, without undermining freedom of expression. 

Keywords: Defamation, Restorative Justice, ITE Law, Freedom of Expression, Digital Mediation, 

Legal Regulation, Content Moderation, Human Rights, Digital Literacy, Hate Speech.

INTRODUCTION 

Progressive digital technology has 

changed how people communicate 

significantly, with social media as one of 

the leading platforms. In the beginning, 

social media functioned as a means to 

share personal life, but now has 

developed into a public platform 

connecting global society to discuss 

various social, economic, political, and 

cultural issues (Nord et al., 2017). Speed 

and ease of distribution of information via 

social media allow individuals to put 

forward their opinions and fight for 

fundamental rights, including freedom of 

expression. (AZ, 2023) . However, 

progress also presents new challenges, 

including increasing case defamation. 

Phenomenon : This creates tension 

between the right to freedom of 

expression and the protection of 

individual privacy (Jin & Kakkar, 2023). 

Generally, normative freedom is 

expressed in various international law 

instruments, such as Article 19 of the 

Universal Declaration of Human Rights 

(UDHR) and Article 19 of the 

International Covenant on Civil and 

Political Rights (ICCPR). In the context 

of national law, freedom of expression is 

guaranteed in Article 28E paragraph (3) 

of the 1945 Constitution of the Republic 

of Indonesia (UUD 1945), which states 

that " Everyone has the right to freedom 

to associate, gather, and issue opinion ." 

In addition, Article 28F of the 1945 
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Constitution emphasizes that " Everyone 

has the right For communicate and obtain 

information to develop personal and 

environmental " However, the rights This 

is not without limits, as set up in Article 

28J paragraph (2) of the 1945 

Constitution which states that "In carrying 

out their rights and freedoms, everyone is 

obliged to bow down to restrictions set 

with Constitution with Meaning For 

ensure confession as well as respect on 

the rights and freedoms of others." ( 

Prasetyo Wicaksono et al., 2023) . 

In criminal law, the protection of the 

reputation and privacy of individuals is 

set up in Articles 310 and 311 of the 

Criminal Code ( KUHP). Article 310 

paragraph (1) of the Criminal Code states 

that " Whoever on purpose attack honor 

or good name somebody with accuse 

something what it means bright so that 

matter That known general, threatened 

Because pollution with criminal 

maximum nine years in prison month or 

criminal "Article 311 of the Criminal 

Code regulates about defamation 

committed with intentionally and proven 

as slander, with threat criminal more 

weight. ( Tektona , 2023) . 

In the digital context, defamation 

experience expansion through 

Constitution Number 11 of 2008 

concerning Information and Electronic 

Transactions (ITE Law), which has been 

revised with Constitution Number 19 of 

2016. Article 27 paragraph (3) of the ITE 

Law states that " Everyone with 

intentionally and without right distribute 

and/ or transmit and/ or make can 

accessible information electronics and/ or 

document electronics that have load 

insults and/ or defamation can convicted 

with criminal imprisonment for a 

maximum of 4 years and/ or maximum 

fine of Rp. 750,000,000." Regulation This 

refers to Articles 310 and 311 of the 

Criminal Code, but it has wider 

implications because it covers the 

distribution of information through digital 

media. (Simbolon & Kurniawan, 2023) . 

In addition, Article 28, paragraph (2) 

of the ITE Law stipulates a prohibition on 

the distribution of potential information 

that triggers hatred or hostility based on 

Tribe, Religion, Race, and Inter-Group 

(SARA). Regulation. This is often related 

to defamation in the digital realm. 

Although aiming to prevent the utterance 

of hate speech, provisions usually trigger 

debate about limitations between 

legitimate criticism and statements that 

can be considered defamation or slander. 

(Alifa & Harefa, 2023) . 

Applying Article 27 paragraph (3) 

and Article 28 paragraph (2) of the ITE 

Law often raises controversy. Many 

parties consider the provision of ITE Law 

to be repressive and potentially silences 

criticism and freedom of expression. On 

the other hand, arguments state that 

regulation is required to protect the 

aggrieved individual and distribute 

information based on social media. 

Dilemma: This shows the need to 

reconstruct more adaptive laws to balance 

freedom of expression and protection of 

individual rights in the digital era. 

(Ilmania et al., 2023) . 

This dynamic is more complex with 

the emergence of drafts, insufficient 

answers, digital platforms controlling 

distribution, and potential content 

defamation. Various countries have 

started to adopt regulations that require 

social media platforms to delete 

problematic content in specific terms, as 
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applied in Germany's NetzDG (Network 

Enforcement Act ) and the European 

Union's Digital Services Act. Although 

this step can speed up the response to 

distributing detrimental information to 

individuals, its implementation challenges 

are determining the boundaries between 

censorship and fair moderation. 

In addition, the development of 

artificial intelligence (AI) to detect 

utterance hatred and defamation also  

poses ethical and legal challenges. The 

algorithm used for filtering content often 

exhibits bias that can lead to errors in 

detecting or interpreting a statement as 

defamation. Therefore , it is necessary to 

have a transparent and accountable 

supervision mechanism in the 

implementation of technology, so that it 

doesn't harm the rights of individuals to 

express themselves. 

On the other hand, the restorative 

justice approach is considered a more  

human solution to defamation cases. 

Approach This emphasizes mediation 

between the party who feels harmed and 

the perpetrator, aiming to reach a fair deal 

without going through lengthy and costly 

litigation . Several countries have 

developed this model as an alternative to 

settle digital disputes, which can reduce 

the burden on the criminal justice system 

and give room for restoring the victim's 

good name without sacrificing the 

principle of freedom of expression. 

(Community, 2023) 

In this research, the analysis will 

focus on Article 27 paragraph (3) of the 

ITE Law as the basis for handling 

defamation cases and its relevance to 

Articles 310 and 311 of the Criminal 

Code. In addition, it will be under review 

how Article 28, paragraph (2) of the ITE 

Law has the potential to expand 

defamation coverage in the context of 

uttering hatred. Research. This aims to 

evaluate the extent to which the existing 

regulations can give balanced protection 

between freedom of expression and 

individual privacy rights in an 

increasingly complex digital space. 

(Sulaiman et al., 2024) 

This study will specifically aim to 

answer several central questions: (1) How 

is the policy law applicable to criminal 

law in handling cases of defamation on 

social media? (2) What are they? What is 

the weakness in applying Article 27 

paragraph (3) and Article 28 paragraph 

(2) of the ITE Law regarding protecting 

freedom of expression and the right to 

privacy? (3) What is the reconstruction 

strategy? A law that can adapt with 

development technology and meet the 

needs of a digital society in a delicate 

balance between freedom of expression 

and protection of individual reputation. ( 

Enim , 2025) 

Thus, research is expected to 

contribute academically and practically to 

formulate more proportional laws so that 

freedom of expression is still guaranteed 

without sacrificing individual rights. This 

is necessary to protect against defamation 

in the digital age. (Pawelec, 2024) . 

RESEARCH METHODS 

Study This applies an approach to 

legal normative, which, given Soerjono 

Soekanto and Sri Mamudji, is a method of 

studying law with a primary focus on 

studying legal norms written as a primary 

source in the analysis. Approach: This 

focuses on studies of documents, such as 

regulatory legislation, court decisions, and 

developing law. In Peter Mahmud 

Marzuki's view, research on legal 
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normative is done to study the system of 

applicable law and the concepts 

underlying the law to find principles that 

can be used to break down a problem in 

law. ( Alfarizi & Listyaningrum, 2024) 

Approach: This was applied in a 

study to analyze cases of defamation in 

the digital age, especially involving social 

media and other digital platforms. Data 

collected through studies of the literature, 

which includes relevant laws and 

regulations, such as Article 27 paragraph 

(3) and Article 28 paragraph ( 2 ) of the 

ITE Law, as well as decisions of relevant 

courts with defamation in the digital 

world ( Mochamad Arsya Nugraha et al., 

2024). In addition, this research also 

applies comparative studies to study 

similar regulations in other countries to 

evaluate the gap in Indonesian law and 

seek a more effective regulatory model in 

balancing freedom of expression and 

protection of individual rights. 

Analysis was done to identify 

weaknesses in existing regulations and 

their impact on freedom, opinion, and 

rights. Analysis results will be used to 

recommend reconstructing more balanced 

and adaptive laws to develop technology 

and challenge the law in the digital age. 

(Casanovas et al., 2024) 

RESULTS AND DISCUSSION 

Legal Limits between Freedom of 

Expression and Defamation in National 

and International Regulations 

The right to express one's opinions 

is part of the rights guaranteed by 

fundamental human rights in various 

regulatory laws at the international and 

national levels. Article 19 of the 

Universal Declaration of Human Rights 

(UDHR) and Article 19 of the 

International Covenant on Civil and 

Political Rights (ICCPR) state that every 

individual has the right to disclose their 

opinion without interference and the 

freedom to seek, receive, and disseminate 

information in various forms. However, 

freedom expresses no nature. (Nissen, 

2024) In Article 19, paragraph (3), the 

ICCPR limits the right to express oneself, 

respect for the rights or reputation of 

other people, and protect national 

security, order, general or public health, 

and morals. Thus, defamation regulation 

is one form of legitimate restriction to 

freedom of expression within proportional 

limits. ( Alfarizi & Listyaningrum, 2024) 

In the natural realm, the Indonesian 

constitution also adopts principles similar 

to those of the law nationally. Article 28E 

paragraph (3) and Article 28F of the 1945 

Constitution (UUD 1945) guarantee every 

individual's right to convey opinions and 

obtain information. However, Article 28J 

paragraph (2) also regulates that freedom 

under its limitations, namely, it must 

honor the rights of others and consider the 

general interest. (Setiadi, 2023) . As 

implementation, Provisions about 

sanctions on defamation are set up in 

Articles 310 and 311 of the Criminal 

Code ( KUHP), which require that the 

action be done in a way that openly 

attacks the honor of someone. While that, 

in a digital context, Law Information and 

Electronic Transactions (ITE Law) 

expands the scope of defamation 

regulation through Article 27 paragraph 

(3), which regulates criminal acts related 

to the distribution of electronic 

information containing elements of insult 

or defamation. (Casanovas et al., 2024) 

However, the different interpretations of 

freedom of expression and defamation 
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often cause polemic law in practice. One 

of the primary debates is whether 

defamation regulation is used in a 

proportional or precise way, becoming a 

tool for silencing freedom of opinion. 

Several countries have develop approach 

based on standard three the three-part test 

that was established in practice law 

international, namely : ( Sudarta, 2022) 

(1) restrictions must set up in clear and 

unambiguous law ambiguous, (2) 

limitation must own legitimate purpose 

like protect right or reputation individuals, 

and (3) restrictions must proportional so 

that No excessive and not violate essence 

freedom express That itself (Mendel, 

2010). Unfortunately, the implementation 

regulations in several jurisdictions still 

show bias in implementation, where 

individuals with strong political or 

economic interests tend to use defamation 

law as a tool for press criticism, especially 

on digital platforms. (Nissen, 2024) 

Various countries have adopted 

legal reform approaches in response to 

potential abuse of defamation regulations. 

For example, the Digital Services Act 

requires social media platforms to handle 

harmful content quickly in the European 

Union. Still, it gives a transparent 

mechanism so as not to impose excessive 

censorship. While that, in the United 

States, the policy more laws side with 

freedom express applied through standard 

tall in proof defamation for figure public, 

as set in landmark decision New York 

Times Co. v. Sullivan (376 U.S. 254, 

1964), which required evidence existence 

intention evil ( actual malice ) in 

distribution alleged information 

defamation. (Casanovas et al ., 2024) 

Thus, the limitations of the law 

between freedom of expression and 

defamation depend on the balance 

between protecting individual rights and 

the public's interests. Legal reform in 

Indonesia is necessary to adopt 

progressive principles with an emphasis 

on the proportionality test mechanism, 

clearer restrictions in the implementation 

of articles related to defamation, and 

guarantee that the regulation will not be 

used as a tool for silencing criticism. 

(Abdurrahman Harits Ketaren, 2024) . In 

the future, the approach based on 

restorative justice can also become a 

solution to handle cases of defamation, to 

allow the restoration of the victim's good 

name without sacrificing the principle of 

freedom of essential expression in 

democracy. (Alfarizi & Listyaningrum, 

2024) . 

Effectiveness of the Implementation of 

Article 27 Paragraph (3) and Article 28 

Paragraph (2) of the ITE Law in 

Handling Defamation Cases 

Information and Transactions Law 

(ITE Law) is a regulation that was created 

to regulate the utilization of technology 

information in Indonesia, including the 

handling of defamation cases. (Zukić, 

2024) . Article 27, paragraph ( 3) of the 

ITE Law regulates the prohibition for 

individuals to intentionally and without 

right distribute, transmit, or make 

accessible information charged with 

electronic defamation. While that is, 

Article 28 paragraph (2) emphasizes the 

prevention of the distribution of 

information containing elements of hatred 

based on SARA. Both chapters have a 

good purpose in protecting individuals 

and groups from the negative impact of 

the internet. abuse (Nissen, 2024) 

However, in implementation, the 

effectiveness of the second chapter still 
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becomes a debate among academics, legal 

practitioners, and society in general. One 

of the biggest challenges in implementing 

regulations is ensuring that existing law 

truly runs with fairness, is not used in a 

discriminatory way, and does not threaten 

freedom to express what has been 

guaranteed in the Constitution. (Shi, 

2024) 

In Article 27, paragraph (3), many 

criticisms have been directed at the 

ambiguous definition of defamation in 

digital space. Criminal law, 

conventionally regulated in Articles 310 

and 311 of the Criminal Code, still gives 

room for proof whether a statement is 

based on truth. However, in the ITE Law, 

the limitations about defamation are often 

interpreted in a way that is so wide that 

there is an open opportunity for abuse. 

This is certain. Some cases show that the 

chapter is more often used as a tool of 

criminalization to criticize the official 

public or individuals with political and 

economic power. Phenomenon This is a 

cause and effect deterrent ( chilling effect 

), where society is reluctant to convey 

opinions or criticism openly, because of 

the fear of being ensnared by the law. As 

a result, not only is freedom of speech 

threatened, but also the role of the public 

in controlling social policy becomes 

weak. Therefore, there is a need to urge a 

review and repeat implementation of the 

chapter, so that it doesn't contradict the 

principles of the rule of law and 

democracy. 

Article 28, paragraph (2) of the ITE 

Law, which regulates the prohibition of 

uttering hatred, also faces challenges in its 

implementation (Aisah et al., 2023) . The 

main objective of this chapter is to 

prevent provocation based on SARA, 

which can trigger conflict, social and 

disturbing order, and general disorder. In 

some cases, the article is effective in 

taking action against uttering absolute 

hatred, such as calling for violence 

against a particular group. However, there 

are many cases where the article is used in 

a way that is not proportional to the 

individual or the group that expressed 

opinion or criticism. The difference in 

interpretation between utterances of 

legitimate hatred and criticism often 

becomes the main problem. Several cases 

show that this chapter is more often 

applied to group opposition, political 

activists, or those who convey criticism to 

the government, while utterances of 

hatred committed by a group are usually 

not subject to the same legal action. 

Inconsistency in the implementation of 

the law. This causes distrust in the public 

of the system of justice and strengthens 

the assumption that the law only takes 

sides with the group that has power. 

(Behr, 2024) . 

One of the main challenges in the 

implementation of the second chapter is 

that a more criminalized approach is put 

forward compared to settlement in a way 

that is civil law. In many countries with a 

more complex legal system, like England 

and the United States, defamation cases 

are completed through civil courts, with 

compensation as the primary mechanism. 

Approach: This is considered more 

proportional because it allows the court to 

evaluate the extent to which the victim 

suffers the impact of the losses without 

dragging the perpetrator into the criminal 

justice system. In contrast, in Indonesia, a 

more severe criminalization often worsens 

the condition of the victim and the report. 

The legal process is long, the costs are 
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high, and potential criminalization that is 

not proportional can cause injustice for 

the second split parties. Therefore, reform 

is needed to implement the law to make it 

more  restorative and justice-oriented. 

(Hidayat et al., 2024) 

In addition, the effectiveness of the 

ITE Law in handling defamation is also 

influenced by society's low level of digital 

literacy. Many individuals have not 

understood deeply the limitations between 

freedom of expression and utterance, 

which can be categorized as defamation 

or utterance of hatred. Low awareness. 

This often causes many people to spread 

information easily without considering the 

consequences of the law. One of the 

impacts of low digital literacy is a 

phenomenon called trial by social media, 

where individuals or groups are found 

guilty by public opinion before a 

transparent legal process. Therefore, 

education about digital ethics and literacy 

law becomes a vital step to take to 

integrate efforts to enforce the law related 

to defamation in the digital world. 

(Nugroho, 2024 ) 

To increase the effectiveness of the 

implementation of Article 27 paragraph 

(3) and Article 28 paragraph (2) of the 

ITE Law, further regulatory reform must 

be balanced and fair. One of the steps that 

can be taken is reformulating the 

definition of defamation in a digital 

context to make it more straightforward 

and not easily misused. Regulation must 

also consider the element of intention ( 

mens rea ) in every defamation case to 

ensure that the law is not used arbitrarily. 

In addition, the civil settlement 

mechanism must be more optimized for 

defamation cases, which can be 

completed more fairly without always 

leading to criminal prosecution. 

Enforcement of the law against 

defamation and speech hatred must also 

be done transparently and in an 

accountable manner. The community 

must be given more access to supervise 

how the chapter is applied, so there is no 

bias or abuse of authority by the law 

enforcers. In addition, the relationship 

between the government and social media 

platforms must be improved to ensure that 

content moderation works effectively and 

fairly. Internet service providers must 

have clear standards for handling 

defamation and hate speech without 

waiting for intervention from the law, 

which can introduce certain biases. 

(Giordano & Cocco, 2023) . 

Thus, the practical application of 

Article 27 paragraph (3) and Article 28 

paragraph (2) of the ITE Law in handling 

defamation cases still faces various 

challenges that must be overcome 

quickly. Existing regulations must put 

forward the principle of justice and 

balance between protecting individuals 

and the freedom to express themselves. 

More legal reforms, transparent and 

evidence-based justice, and restorative 

justice become urgent steps for regulation 

. This can be applied more effectively. 

With a more holistic approach, the ITE 

Law can become an instrument to protect 

the rights of citizens without sacrificing 

the principles of democracy. (Agustina et 

al., 2023) 

One crucial aspect that needs to be 

noticed in applying Article 27 paragraph 

(3) and Article 28 paragraph (2) of the 

ITE Law is how far the law can ensure 

substantive justice for all parties involved. 

In many cases, regulation is more often 
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utilized by the party that has access to 

more of the system's laws, such as official 

public and capital owners, compared to 

the general public, who are the real 

victims. This shows the existence of 

inequality in implementing the law, where 

individuals with Power and resources can 

easily report defamation cases. In 

contrast, small publics often have trouble 

getting protection laws when facing 

similar problems. Therefore, the 

effectiveness chapter must be measured 

not only based on the number of cases 

that are prosecuted, but also at the level of 

justice that is produced for all elements of 

the public without discrimination. 

(Setiadi, 2023) 

In addition, the rapid development 

of technology and information also 

contributes to the emergence of new 

challenges in enforcement law related to 

defamation. The emergence of digital-first 

platforms, anonymity, and freedom of 

expression often becomes a difficult space 

to control and enforce regulations. To 

avoid legal consequences, many actors 

defame others using false identities or 

anonymous accounts. Situation: This 

demand exists to improve the capacity of 

the apparatus to enforce the law in digital 

investigations to identify the perpetrator 

more effectively. In addition, the 

mechanism of the same international 

work must also be reinforced. Many cases 

of defamation occur on social media 

platforms that operate across countries, so 

coordination between various jurisdiction 

laws is essential. (Widodo, 2024) 

On the other hand, it is also 

essential to study how similar regulations 

apply in various countries to find the best 

practice that can be applied in the 

Indonesian context. For example, in 

European countries, the approach used to 

handle defamation puts forward a better 

balance between protecting reputation and 

freedom of speech. This model can 

become a material consideration for 

Indonesia in reforming policies related to 

the ITE Law so that it is not only a 

repressive law but also provides a fair 

space for public expression. In addition, 

the approach model based on technology 

applied in several developed countries, 

such as using artificial intelligence 

algorithms to detect content loaded with 

defamation before it spreads widely, can 

also become a solution implemented in 

Indonesia. ( Viko musadad & Chepi Ali 

Firman Zakaria, 2024) 

Furthermore, the restorative justice 

approach can also become an alternative 

solution in cases of defamation that occur 

in the digital space. Rather than directly 

bringing a criminal case to court, 

attempting mediation and settlement of 

disputes in a non-litigation manner can be 

more prioritized, especially in cases of a 

non-nature. This model has been 

implemented in several countries with 

sufficient success in reducing conflict and 

prolonged law. ( Sudarta , 2022 ) With 

this mechanism's existence, the 

defamation victim still gets justice. At the 

same time, the perpetrator is given a 

chance to provide a responsible answer 

without having to face excessive 

punishment . This step can also reduce the 

burden on the court, which is often filled 

with real things, and can be completed 

outside the formal justice system. ( 

Spytska , 2024) 

Finally, the effectiveness of the ITE 

Law also depends heavily on public 

participation and active public 

involvement in preventing and handling 



JCH (Jurnal Cendekia Hukum): Vol. 10, No 2, Year 2025 

197 - P-ISSN: 2355-4657. E-ISSN: 2580-1678 

defamation cases. High legal awareness 

will help individuals understand the 

limitations of freedom of expression and 

the consequences of the laws that 

accompany it. Government, academics, 

and public civil organizations need to 

collaborate to organize comprehensive 

digital education to improve the public's 

understanding of the ethics of the internet. 

In addition, the initiative to form a 

community monitor content that works 

like social media platforms can become a 

practical step  in reducing the distribution 

of defamatory information.  Thus, 

implementing the ITE Law can be more 

effective in protecting the public from the 

impact of negative digital information, 

without sacrificing fundamental rights to 

freedom of expression. ( Indriasari , 2024) 

Implementation Draft Justice 

Restorative in Settlement of 

Defamation Cases in the Digital Age: 

Perspectives, Regulations and Legal 

Implications 

Restorative justice is an alternative 

approach in settlement case law that 

emphasizes restoring social connections 

and resolving conflicts through dialogue 

and agreement between the perpetrator 

and the victim. In the case of defamation 

in the digital age, approaches to overcome 

the potential problems that arise from the 

implementation of the Constitution 

Information and Electronic Transactions 

(ITE Law), especially Article 27 

paragraph (3) and Article 28 paragraph 

(2) (Abdurrahman Harits Ketaren, 2024) 

Both chapters are often criticized because 

they are multi-interpretable and 

potentially misused. In many cases, 

sanctions are used to complicate things 

rather than to end the conflict. Therefore, 

implementing restorative justice can 

become a more  proportional solution 

while still considering victims' and 

perpetrators' legal, social, and 

psychological aspects. (Rida Ista Sitepu & 

Yusona Piadi, 2019) 

Article 27 paragraph (3) of the ITE 

Law prohibits the distribution and/ or 

transmission of information electronics 

containing insulting or defamatory 

elements. Sanctions for violations. This is 

set up in Article 45 paragraph (3) of the 

ITE Law, which stipulates a criminal 

prison up to 4 years and/ or a maximum 

fine of Rp750 million. While Article 28 

paragraph (2) of the ITE Law regulates 

the distribution of information containing 

elements of utterance hatred based on 

SARA, with criminal threats as outlined 

in Article 45A paragraph (2), namely a 

maximum of 6 years ' imprisonment and/ 

or a fine of up to Rp1 billion. In practice, 

both provisions are often applied in cases 

of defamation in the digital world. 

However, a more repressive enforcement 

of the law usually ignores the mechanisms 

of mediation and reconciliation, which 

became the principal mainstay of 

restorative justice. (Aziz et al., 2023) . 

One challenge in implementing 

restorative justice in defamation cases is 

balancing protecting victims ' rights and 

freedom to express themselves. Article 

28E paragraph (3) of the 1945 

Constitution emphasizes that everyone 

has the right to express opinions and their 

mind. In addition, Article 19 of the 

International Covenant on Civil and 

Political Rights (ICCPR), which has been 

ratified through Law No. 12 of 2005, also 

guarantees freedom of speech, even 

though it still gives limitations to protect 

the reputation of other parties. Therefore, 

the implementation of restorative justice 
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needs to be done in a balanced law to 

accommodate victims ' rights without 

ignoring the freedom of expression of the 

accused party. ( Emaliawati , 2024) . 

The primary mechanism in justice 

restorative is penal mediation, as set up in 

Regulation of the Republic of Indonesia 

Attorney General's Office No. 15 of 2020 

concerning Termination of Prosecution 

Based on Justice Restorative. Regulation 

This allows certain cases, including 

defamation, to be completed outside court 

with a note of agreement between the 

victim and the perpetrator. This step 

aligns with Article 3, paragraph (1) of the 

Criminal Procedure Code, which states 

that criminal law enforcement must 

consider the principle of proportionality 

and benefits. (Yoga Pratama Widiyanto 

(1) Zainuri (2, 2022) . With this, in case 

of defamation, if the victim and the 

perpetrator reach an agreement, the 

apparatus of the law can stop the criminal 

process for greater substantive justice. ( 

Nurlatu et al., 2024) . 

In addition, the new Article 74 of 

the Criminal Code in Constitution 

Number 1 of 2023 concerning the 

Criminal Code also opens the opportunity 

to implement restorative justice with a 

more modern and rehabilitative criminal 

law draft. In the context of defamation in 

digital media, resolution based on 

restorative justice can be done through a 

request. Sorry, open, revocation of 

content considered defamatory, and moral 

compensation to the victims. Approach: 

This not only provides victims justice but 

also prevents perpetrators from being 

impacted by excessive criminal penalties, 

especially if the perpetrator had no 

intention of committing a heinous crime ( 

mens rea ). (Bahari et al., 2024) . 

In some countries, restorative 

justice has been applied similarly in 

Handling cases. For example, in Canada, 

the "Restorative Justice Dialogue" 

mechanism has been used in cases of 

defamation and hate speech online. This 

process involves perpetrators, victims, 

mediators, and a representative 

community to build a fair solution for all 

parties. In Australia, the “Online Harms 

Mediation” approach is starting to be 

applied in settling digital conflicts, 

including defamation, with sufficient 

effective results in dampening conflict 

and reducing the number of incoming 

criminal justice cases. (Widodo, 2024) . 

In Indonesia, implementing 

restorative justice in defamation can be 

reinforced through regulations with 

additional Details related to the mediation 

mechanism in cases involving the ITE 

Law. Some significant defamation cases 

are currently being processed criminally 

without considering alternative 

settlements. Therefore, revision regulation 

or at least a letter circular from the 

Supreme Court confirmed that the 

restorative approach must become an 

option in defamation before going 

through the formal legal process. This can 

reduce excessive criminalization and 

increase the justice system's effectiveness 

in handling more serious cases. ( 

Taufiqurokhman et al., 2024) . 

Also crucial to involving social 

media platforms in support of restorative 

justice in the case of defamation. Based 

on Article 26 of the ITE Law, every 

organizer of electronic systems ( 

including social media ) must delete 

infringing content of individuals upon 

request from the owner of the related 

rights. Suppose the social media platform 
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accommodates mediation between 

perpetrators and victims and provides a 

feature for settling digital disputes. In that 

case, many defamation cases can be 

completed without involving apparatus 

enforcer law. ( Anggraini , 2022) . 

In the end, the implementation draft 

of justice restorative in case defamation in 

the digital age must be based on the 

principle of proportionality, a balance 

between protecting individual rights and 

the freedom to express oneself, and 

effectiveness in dampening conflict. With 

more regulatory support and good 

coordination between the apparatus, 

enforcer law, victims, perpetrators, and 

digital platform organizers, this approach 

can become a fairer, faster solution and 

not hurt the long-term interests of the 

second split parties. Therefore, revising 

policies and implementing restorative 

justice regulations must become a priority 

agenda in Indonesia's legal reform of 

digital crime. (Safitri & Wahyudi, 2022) 

Apart from the role of regulation in 

supporting the implementation of 

restorative justice in cases of defamation, 

it is necessary to consider the aspect of 

digital education and literacy in reducing 

potential conflict in cyberspace. ITE Law 

and the new Criminal Code have given a 

strong legal base, but the approach to law 

is not sufficient if the public still has a 

low understanding of digital 

communication ethics. Government, 

institutions of education, and social media 

platforms must collaborate to increase 

public awareness about the limitations 

between freedom of expression and 

defamation. A digital literacy program 

focusing on aspects of law, ethics, and the 

psychological impact of social media 

speech can help prevent conflicts and 

push more peace-oriented solutions. 

(MO'O et al., 2024) . 

In addition, sociology plays a vital 

role in forming effective restorative 

justice in defamation cases. In many 

societies, conflict based on reputation is 

often more complex than criminal cases 

because it involves psychological, social, 

and economic aspects. In the Indonesian 

context, where the culture of cooperation 

and deliberation still plays a vital role in 

resolving disputes, a restorative justice 

approach can be more effective by 

involving community figures, 

independent mediators, or institutions 

with moral authority to help fairly resolve 

conflicts. Thus, the solution based on 

restorative justice holds perpetrators and 

victims accountable and positively 

impacts social stability more broadly. ( 

Goanta et al., 2022) . 

In the future, strengthening 

restorative justice in defamation cases in 

the digital age must be supported by 

synergy between policy, law, system 

technology, and social awareness. The 

government can adopt a mechanism for 

settlement of more responsive digital 

disputes, such as forming an independent 

body that serves as a mediator between 

the victim and the perpetrator before the 

case is continued under formal law. In 

addition, integration technology in 

settlement disputes, such as online 

mediation platforms or systems that report 

more  efficiently on social media, can 

help reduce the escalation of conflicts and 

ensure that every case is handled fairly 

and by the principles of restorative 

justice. With these steps, the system of 

Indonesian law can be more adaptive to 

the dynamics of the digital era, creating a 

balance between the protection of the law 
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and the freedom of expression in an 

increasingly diverse society connected 

virtually. ( Emaliawati , 2024)  

CONCLUSION 

Based on the findings of this study, it 

can be concluded that defamation 

regulations in the digital realm—notably 

Article 27(3) and Article 28(2) of the ITE 

Law—continue to face significant 

challenges in their implementation. On 

the one hand, these provisions aim to 

protect individuals from the dissemination 

of harmful information that damages 

reputations or incites hatred based on 

SARA (ethnicity, religion, race, and 

intergroup relations). On the other hand, 

their application often creates a dilemma 

between legal protection and restricting 

freedom of expression. Several cases have 

shown that these provisions are frequently 

misused to silence legitimate criticism of 

public officials and institutions, resulting 

in a chilling effect on society. 

The prevailing legal approach, which 

emphasizes criminalizing alleged 

defamation, also poses problems, 

especially given social media's dynamic 

and difficult-to-control nature. 

Technological developments, such as 

artificial intelligence algorithms and 

digital platforms, influence how 

information spreads and is interpreted as 

defamation. In this context, restorative 

justice emerges as a more effective and 

fair alternative, particularly through 

mediation between the victim and the 

perpetrator, removal of defamatory 

content, and non-litigation dispute 

resolution. 

Implementing restorative justice in 

defamation cases in the digital era has 

significant potential to reduce the burden 

on the justice system and prevent 

excessive criminalization. However, this 

approach requires more detailed 

regulations and precise implementation 

mechanisms. Furthermore, legal 

education and digital literacy among the 

public are crucial to reducing the number 

of defamation cases and increasing 

awareness of ethical digital 

communication. With a more adaptive 

and balanced legal approach that protects 

both reputation and freedom of 

expression, the Indonesian legal system is 

expected to handle the challenges of the 

digital era more effectively. 

SUGGESTION 

1. Revise the ITE Law 

The government should revise Article 

27(3) and Article 28(2) of the ITE Law to 

define the elements of defamation and 

hate speech more clearly. This 

reformulation must ensure that the 

regulations are not open to multiple 

interpretations and cannot be misused to 

silence legitimate criticism. 

2. Strengthen Restorative Justice 

Mechanisms 

Specific rules are needed to require 

that defamation cases in digital media go 

through mediation before entering the 

criminal justice system. The Prosecutor’s 

Office and other legal institutions should 

optimize Prosecutor’s Regulation No. 15 

of 2020 to implement restorative justice in 

defamation cases. 

3. Improve the Capacity of Law 

Enforcement 

Law enforcement personnel, 

including police and prosecutors, should 

receive better training on digital law and 
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more proportional, fair investigative 

techniques for defamation cases. 

Specialized training on handling 

technology-based cases is also essential to 

ensure the law is applied fairly and not 

arbitrarily. 

4. Enhance Digital Literacy and Legal 

Awareness 

The government and educational 

institutions should expand digital literacy 

programs that teach communication 

ethics, the legal consequences of 

disseminating false or defamatory 

information, and the distinction between 

legitimate criticism and defamation. A 

greater understanding of these issues will 

help the public use social media more 

responsibly. 

5. Collaborate with Digital Platforms 

Social media platforms must play a 

greater role in handling defamation cases 

by implementing more transparent content 

moderation systems. Faster mechanisms 

for content removal and technology-based 

dispute resolution procedures should be 

strengthened to resolve disputes 

effectively without involving formal legal 

processes. 

6. Develop Technology-Based 

Regulations 

The government should develop 

policies that support the use of 

technology—such as artificial intelligence 

(AI)—to detect defamatory content 

without infringing on users’ rights. Such 

regulations must ensure that AI-based 

content moderation remains transparent 

and unbiased when evaluating whether a 

statement constitutes defamation or 

legitimate criticism. 
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